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Abstract 

This report is part of the Work Package (WP) 1 of the PREVENTOMICS project. The aim of this 

report is to find out consumers’ opinions about and attitude towards personalized nutrition, 

the tools used to arrive at this personalised nutrition and the use of Apps and digital platforms. 

We will also study the requirements that an App or platform must meet to be in line with data 

protection regulations or the GDPR. The data protection is a highly relevant topic. And even 

more so when working with health data, personal data classified as highly sensitive. 
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1. Introductio 

This report is part of the Work Package (WP) 1 of the PREVENTOMICS project. In this report 

we are going to study surveys, reports published in scientific literature and in OCU Ediciones 

magazines, and those prepared by OCU for this project and others that OCU had for its internal 

use, in order to find out about our consumers’ needs. The aim is to find out consumers’ 

opinions about and attitude towards personalized nutrition, the tools used to arrive at this 

personalised nutrition and the use of Apps and digital platforms. We will also study users’ 

reticence regarding these tools and the use of their data and the requirements that an App or 

platform must meet to be in line with data protection regulations or the GDPR. The data 

protection, and privacy and confidentiality issues are highly relevant and topical, both due to 

the problems that have arisen and to the entry into force just over a year ago of the new 

European regulation. And even more so when working with health data, personal data 

classified as highly sensitive. 

With all this data we will try to establish a solid knowledge base on which the PREVENTOMICS 

project can continue to move forward in building personalised nutrition solutions adapted to 

consumers’ needs and to their interests. Furthermore, these solutions must not be invasive in 

terms of their privacy and must be reliable as far as data protection is concerned. In this 

report we will also establish the vital requirements and those consumers believe are adequate 

with respect to notifications, use of data by Apps or platforms and privacy. 

2. Studies consulted and performed 

There are several studies on consumers’ concerns and behaviours with respect to health 

issues. The concept of health is being understood according to the definition of the WHO, i.e. 

“Health is a state of complete physical, mental and social well-being and not only the absence 

of disease or illness”.  

In drawing up this report we have consulted the results obtained in various studies, some of 

them performed by the Spanish Consumer Organization (OCU). 

2.1 Importance of feeling good 

• In the study performed in 2019 by Amrutha Shridhar of Euromonitor International on 

consumer behaviour and its influence on their health and nutrition1, the more global view of 

health stands out. For 65% of the 20,000 people surveyed in the study, psychological health is 

the most important factor for well-being. The results show that consumers are also interested 

in feeling good. This factor is very important for slightly more than 60% of participants in the 

study. This feeling leads the consumer to want to invest more time in themselves: meditation, 

better reconciliation of work with private life, attaching greater importance to rest, etc. 

The consumer is willing to make changes in looking after their health. To do this they draw 

on different sources of information. According to the results of this Shridhar study, the main 

sources of information in the nutrition field are health care professionals and dieticians-

nutritionists (37% and 33% of those surveyed respectively). In third and fourth position are 

friends and family and health care-related web sites. The information available to consumers 

on the Internet saves time and effort. However, although most of them trust this source, it is 

not as reliable as visiting a health professional. 
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2.2 Consumers’ needs in the health field 

• In 2014, the consultancy firm Listen & Wide performed a study for OCU aimed at 

identifying consumers’ needs in the health field2. This study made it clear that health, 

emotional well-being and feeling good is important for 91% of those surveyed (1,000 adults 

from 18 to 64 years). 

This study identified two important areas for the consumer when it comes to improving their 

health: healthy lifestyle (39% of participants) as give up smoking, improve sleeping, etc., and 

nutrition (24%). In the nutrition field, access to healthy foods stands out (79% of answers). In 

this list of needs, respondents also positively assessed advice on nutrition (57%) and 

“rediscovering” the pleasure of eating (53%).  

Furthermore, almost a quarter of respondents (24%) mentioned stress as the main obstacle to 

good health. 

• In a global study conducted by the consultancy firm GfK3 in 23 countries, 28,000 

persons of over 15 years were interviewed (online and in person) to find out what activities 

they do regularly to keep themselves physically fit. The results identified three main lifestyle 

habits: 66% say they get enough sleep, 59% eat healthy and nutritious foods regularly, and 57% 

take exercise regularly. 

2.3 Personalised nutrition advices 

• In 2007, a survey was conducted in Germany4 to find out whether consumers would be 

willing to take part in tests to determine their genetic profile and associated risks, whether 

they would be interested in being given personalised nutrition advice and whether they would 

want functional foods adapted to their individual nutrition profile. Around 45% of respondents 

were positive about personalised nutrition advice and over 40% were willing to buy functional 

foods. Nevertheless, more than ten years later, there are still unresolved challenges facing 

this promising idea of personalised nutrition. 

• According to a study5 conducted in 2018 regarding more “personalised” services, in 

the next ten years consumers would be more interested in applications, websites and meal 

distribution companies who draw up meal plans based on dietary needs. 

Around one third of the consumers said they would be interested in services based on a DNA 

study, while approximately a quarter of respondents said they would use a mobile device to 

find out the calorie content of foods. In total, one fourth of respondents said they would also 

use a robot cooking machine that could cook, prepare dishes and serve personalised meals. 

2.4 Digitalization in daily life 

• According to a special Eurobarometer study on basic attitudes to the impact of 

digitalization and automation in daily life (2017)6, 75% of those surveyed thinks that the new 

technologies have a positive impact on the economy, while 67% think that these technologies 

have a positive impact on their quality of life and 64% think that these technologies have a 

positive impact on society. 
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Over the last 12 months, less than one in five of those surveyed used online health services 

(18%), while the majority (81%) has "never" used these services. 

According to this same report, over half all those surveyed would like to have online access 

to their medical and health records (52%). Almost two-thirds would be willing to provide their 

personal health and well-being data to their doctor or health professional (65%). 

More than one in five respondents would be willing to provide anonymous data to the public 

entities or public-sector companies for medical research purposes (21%), or to private sector 

companies for the same reason (14%). One in twenty (5%) would be willing to provide their 

anonymous data to private sector companies for commercial purposes. Almost one quarter 

(23%) would not be willing to provide access to their personal health and well-being data 

under any circumstances. 

To solve privacy and security problems, 45% said they have installed an antivirus system on 

their computer hardware over the last three years. Other behaviour patterns related to digital 

security are: 

- Not providing personal information on websites: 39%; 

- Using only their own devices: 36%; 

- Only opening emails from persons and addresses they know: 35%. 

Most say that the security and privacy of a technological product are very important factors 

when choosing them; 27% of those surveyed would be willing to pay more for greater security 

and privacy, while 34% say they would not be willing to pay more, although these factors are 

important when choosing them. 

2.5 Studies conducted by OCU 

2.5.1 Qualitative fact-finding survey on an online community 

• In November and December 2018, OCU performed a small qualitative fact-finding 

survey on an online community (28 participants: 10 women and 18 men, with ages between 

25 and 65 years). We asked participants what they understood by the term “personalised 

nutrition”: what they thought it was and whether they considered it could be a 

necessary/useful tool for the general public to prevent or treat illnesses. In short, what the 

beliefs were with respect to all the aspects related to personalised nutrition. 

From this exercise, we obtained that personalised nutrition is perceived by the majority as 

the study of diet or eating habits; to a lesser extent aspect relating to genetic and metabolic 

study emerged. 

“The area that aims to provide a personalised response to diet according to genetics and 

based on the individual’s metabolism.” 

But, in any case, always with a clear dietary aim or nutrition plan for the end user:  

“Based on a personalised study, they can determine what type of food is most recommended 

for your body and lifestyle.” 
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In general, personalised nutrition is considered a useful tool for dealing with health problems 

(obesity, excess weight), but also for preventing illness in the healthy population.  

“I think it's very useful. When you are healthy, to stay healthy and when you are ill even to 

be healthy again.” 

But there is one thing that concerns the consumer: the cost of this type of treatment. 

“I imagine it will be very costly at the beginning.” 

“Not everyone would be able to afford personalised nutrition”. 

As well as the economic factor, there is another that needs attending to: avoiding the 

consumer's mistrust: 

“I don’t really believe it, to be honest, I think that basically they make it sound sweet and 

then give you a pre-set diet.” 

“We will end up eating pills or foods highly specific to each person and a good paella is very 

nice, whatever your genetics are.” 

2.5.2 Online survey of a panel of consumers 

• OCU, within the framework of the Preventomics project and to complement its work 

with more up-to-date data, recently carried out an online survey of a panel of consumers. 

The data were obtained in March 2019. The number of responses received that were used for 

the analysis was 1029. The sample comprised of 53% women and 47% men with ages between 

25 and 74 years. The results were weighted per gender, age, level of education and 

geographical distribution. 

We asked them what the most important aspect of personalised nutrition was: 

 

Figure 1 - Most important aspect regarding personalised nutrition 
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We used this same online survey to ask about changes in lifestyle habits. The lifestyle habits 

easiest to change are the following (we highlight the sociodemographic data with significant 

differences): 

- Eating better (e.g.: more fruit and vegetables, less processed products, etc.): 52%. Women 

tend to find it easier to eat better than men (56 compared to 47%). 

- Doing more physical exercise: 15%. For men (19%) it is easier to do exercise than for women 

(11%). 

- Getting enough sleep: 13%. The youngest tend to find it easier (14%) to get enough sleep 

than those between 60-74 years (9%). 

- Managing time better in daily life: 12%. The group between 40-59 years is the one that 

mentioned time management least frequently (9%). 

The lifestyle habits are most difficult to change are (we highlight the sociodemographic data 

with significant differences): 

- Improving emotional well-being: 30%. 

- Doing more physical exercise: 19%. Women (23%) have more difficulty than men (15%). 

- Managing time better in daily life: 17%. The group between 60-74 years is the one that 

mentioned time management least frequently (10%). 

- Giving up smoking: 14%. Men tend to find giving up smoking more difficult (16%) than 

women (11%). The older respondents (17%) more frequently mention giving up smoking as 

the most difficult aspect 

- Getting enough sleep: 12%. 

- Eating better: 8%. 

The main problems that the consumer had to changing their lifestyle habits are:  

- Lack of time: 27%. 

- Lack of motivation: 22%. 

- Difficulty giving up certain “pleasures” or habits: 16%. 

- Health professionals’ messages are difficult to understand or do not fit people’s needs:14%. 

- Lack of information or knowledge: 10%. 

- Laziness: 7%. 

- The change involves too much expense: 5%. 

We wanted to combine the two findings described above: the main difficulties for each 

changing in lifestyle habits. The results obtained are: 
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Figure 2 - Main difficulties to change lifestyle habits 

We thereby determined that, in order to eat better, the greatest difficulty is to have to give 

up certain pleasures. Although it may seem strange, the same happens with smoking: there is 

a strong association between smoking and pleasure. Lack of time is the reason why people 

don’t get enough sleep and, perhaps, it would be the reason for (rather than the cause of) 

needing to manage time better. 

2.5.3 Survey about the use of digital technologies for health matters 

• In May 2018, OCU published7 the results obtained from a survey answered by 523 

Spanish citizens between 25 and 69 years, on the use of digital technologies for health 

matters.  

The aims of the survey were: 

- To measure the use of the Internet to search for information or services relating to health 

(electronic health) including health platforms and mobile health (m-health) applications. 

- To evaluate users’ experience with these tools. 

- To assess their understanding of data privacy (relating to health), their knowledge and use 

to restrict access, their concerns, etc. 

As for mobile health applications, 19% of respondents recognised that they use mobile health 

applications. For those who didn’t, the main reasons were: 

- “The information isn’t reliable”: 25%. 

- “I wouldn’t know how to do it”: 23%. 

- “Data privacy/security problems”: 23%.  

The variable that best explains the use of mobile health applications is "age": those surveyed 

of 38 years or under use mobile health applications more (47%) than those surveyed between 

39 and 54 years (25%), and those surveyed of 55 years or more (11%). 
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The mobile health applications most used are mainly the walking tracker (47%) and 

nutrition/diet applications (14%). In most cases they are free applications. 

The variables that best explain the “Overall satisfaction” of the mobile health applications 

are the “Usability” and the “Reliability of the information”. Other important variables are 

“Performance of the tool” and “Perceived data privacy”. The overall satisfaction with mobile 

health applications is 7.7 (average) out of 10: 

- The satisfaction with the usability: 8.1. 

- The performance of the tool: 8.1. 

- The reliability of the information: 7.5. 

- The perceived data privacy: 7.4. 

- The usefulness in the self-management of health: 7.2. 

 

 

Figure 3 - Users satisfaction with Mobile health Apps 
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In the same survey, the 66% of respondents declared that they have never used (or registered 

in) an online medical care platform. The most frequent reason is "I prefer to do it in the 

traditional way", e.g. face-to-face, by phone, etc. (60%), followed by "I didn’t know about 

them" (27%). 

The variable that best explains the use of (or registration in) a health platform is the "Level 

of education": respondents with a high level of education are more likely to use (or register 

in) these platforms (44%) than respondents with an average level of education (35%) and basic 

level of education (14%). 

56% of those surveyed who use online health platforms said that these platforms hugely 

improved their access to health services. 

 

Figure 4 - Users satisfaction with Online healthcare platforms 

11% of respondents detected that their data (collected through use of health platforms / 

mobile applications) were used by someone without their authorisation. But the vast majority 

(98%) did not make a complaint because they don’t consider it important, because they don’t 

believe they will achieve anything, or because it involves too much bureaucracy and work / 

time, etc.: 
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Figure 5 - Why users don't make a complain when they detected that their data were used by someone 
without their authorisation? 

2.6 Requirements for a health platform 

• In 2015, the consultancy firm A Piece of Pie conducted a study8 for OCU to identify a 

list of requirements for a health platform. The main conclusions of this study are that such a 

platform must be both user-friendly and personalised. The initial registration must fit the 

user’s preferences to the content shown on the platform. Throughout the interaction, the 

platform “learns” the articles the user reads, what interests them and what they don’t like, 

to offer them a service adapted to this learning. 

The key points are: 

- In the first interaction on the platform, 4 basic details must be requested: age, sex, weight 

and height. 

- Show questions as the user moves further into the platform, updating and saving changes 

to make the experience more personal each time they enter. 

- Do not present questions in questionnaire form. Time these with the interactions that 

appear, e.g. pop-up windows asking about how much sport they do, their nutrition 

preferences and what they don’t like, their allergies or illnesses. 

- To ensure that all fields are completed, include a percentage completed bar or ticks. 

If providing a shopping assistance service, the features of the service are: 

- Shopping list: with visual icons of each food and several notifications days in advance. 

- Geolocation on supermarket shelves. 

- Personalization according to date of purchase, preferred ingredients or reminders based 

on personal calendar. 

- Possibility of including the home delivery service for sending of ingredients for cooking the 

dishes of interest to the user. 

- Saving the menus, recipes and shopping lists that have been suggested in order to be able 

to consult them again if necessary and enable the rating of favourites. 

To maintain the “engagement” with the users, it is necessary to create a communication 

channel, which alerts them at key moments without interrupting their daily routines. This 

requires: 
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- Connecting with the user’s personal calendar via email. 

- Both inside the platform, via a mailbox or visual signal with alerts of new content, and 

outside the platform, by mobile or email, it is necessary to have a means of communication 

with the participants. 

However, care must be taken not to “tire” the user with the frequency of the alerts. Only 

send alerts about the topic they are interested in, do not send alerts during their holidays, 

etc. Taking into account that it is an online platform, so the means of contacting the user is 

via email or SMS. 

2.7 Mobile applications related to food, nutrition and well-

being 

• The market has a wide range of mobile applications related to food, nutrition and 

well-being. We just wanted to get an overview of the services they offer, with their strong 

points and weak points. To do this we carried out “desk research” of certain applications 

available in July 2019:  

 

Brief description: Alcampo App 

Alcampo supermarket App offering: 

 Product finder. 

 Scanning of products during the purchase. 

 Creation of the shopping list at home, scanning the 
products. 

 Applying for turn ticket in fresh produce stalls. 

 Information on products. 

 Leaflets and offers. 

 Online purchase. 

 Store and service station finder. 

Price Free. 

Systems Apple and Android. 

Does it require registration? No. 

Does it ask for personal 
data? 

No. 

Strong points 
 Enables you to find an Alcampo supermarket wherever 

you are. 

 The shopping list can be created by voice, by writing 
or by scanning the bar code. 

 Shopping lists can be created by topic or you can even 
have one as a favourite (the most frequent). The 
shopping list can be shared. 
 

Weak points 
 Product location is done by means of a map, there is 

no “browsing system”. 

 No purchasing recommendation based on nutritional 
advice. 

Conclusion If you are an Alcampo customer, it can be very useful. 
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Brief description: Carrefour App 

Carrefour supermarket App offering: 

 Product finder. 

 Scanning of products during the purchase. 

 Creation of the shopping list at home, 
scanning the products. 

 Information on products. 

 Vouchers and coupons. 

 Online purchase. 

 Store finder.  

 Being a member of the Carrefour club. 

 Piggy bank. 

 Shopping receipts saved. 

Price Free. 

Systems Apple and Android. 

Does it require registration? No. 

Does it ask for personal data? To take into account and register all the data: 
name, member number, etc.  

Strong points 
 Enables you to find a Carrefour supermarket 

or service station. 

 Geolocation.  

 The shopping list can be created by writing or 
by scanning the bar code. 

 Shopping lists created before can be used 
again and the order repeated. 

 You can save by using the coupons and savings 
cheques. 

 You can pay directly with the application, by 
registering your card. 

Weak points 
 Product location is done by means of a map, 

there is no “browsing system”. 

 No purchasing recommendation based on 
nutritional advice. 

Conclusion If you are a Carrefour customer, it can be very 
useful. 
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Brief description: El Corte Inglés 
Supermarket App 

El Corte Inglés supermarket App offering: 

 Product finder. 

 Scanning of products during the 
purchase. 

 Creation of shopping list.  

 Information on products. 

 You don’t have to log in to add products 
to the cart. 

 Online purchase. 

 Finder for offers of the El Corte Inglés 
catalogue. 

 The store is organised based on the user’s 
preferences. 

 The store can be personalised: change 
the order of the aisles and hide what you 

don’t need. 

Price Free. 

Systems Apple and Android. 

Does it require registration? No. 

Does it ask for personal data? No. 

Strong points 
 Enables you to find a supermarket of this 

chain.  

 It’s how you purchase in a real 
supermarket. 

 The shopping list can be created and 
shared. 

 The store can be organised according to 
taste. 

 You can save by using the coupons.  

 You can pay directly with the 
application, by registering your card. 

 You can change the language to English. 
 

Weak points 
 Users describe it as slow and low-

performance. They say the website is 
better. 

 There are advertisements. 

 No purchasing recommendation based on 
nutritional advice. 

Conclusion It's a different shopping experience, 
especially compared to the other 
supermarket applications. It's very 
interesting. 
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Brief description: Yuka App 

“App that deciphers the 

indecipherable”, offers: 

 Product finder. 

 Scanning of products during the 
purchase. 

 Comparing of products. 

 Entering vegan products. 

 Information on products. 

 Best option. 

 Traffic light classification 
(red/green) and by adjective 
(excellent, mediocre, good and 
bad). 

Price Free. 

Systems Apple and Android. 

Does it require registration? Yes. 

Does it ask for personal data? Yes. 

Strong points 
 Enables products to be compared 

and a higher quality replacement 
to be obtained. 

 Information on additives, vegan 
products, sugars and salt. 

 They are innovating to add 
cosmetics and hygiene, highly in 
demand. 
 

Weak points 
 Users enter new products, 

without being experts, it's like 
Wikipedia. 

Conclusion It is a new application that is 
gradually being upgraded to improve 
it, therefore it is useful for users who 
want to get to know the products a 
bit better. 
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Brief description: Coco Eating App 

App works with emotional and psychological factors to 
help to improve the relationship with food: 

 

 To know the relationship with the food through a 
test.  

 To organise the daily intakes. 

 To manage the moments when we need (or fell we 
need) to eat more. 

 Daily motivation messages through a chat. 

 To lose weight. 

 To improve diet habits. 
 

Price 49,99 €/ 6 months 

Systems Apple and Android. 

Does it require registration? Yes. 

Does it ask for personal data? Yes. 

Strong points 
 Focused on emotional and psychological aspects. 

 Could be used by 6 persons from the same family 
(package offer). 

 Daily monitoring. 
 

Weak points 
 According the results of a test the app gives you 

some advices, don’t consider the food habits. 

Conclusion It is an application that works with emotional factors 
to improve the food habits. 

 

 

Brief description: Nutrihealth App 

 

 Use nutrigenetics to study the relationship 
between genes and nutrition. 

 More personalised diets. 

 Get a better result. 

 Aimed at people who want to find out what 
their nutritional needs are and improve their 
health. 

 To do the genetic test, a saliva sample and 
documentation are used. 

Price €245-295 
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Systems Service/laboratory 

Does it require registration? - 

Does it ask for personal data? - 

Strong points 
 More personalised nutrition. 

 Genetic test. 

Weak points 
 High price. 

 Lack of consumer confidence in its reliability. 

Conclusion It is a service that is being offered in many clinics 
to find out more about genes and their relationship 
with nutrition. Although it should be addressed to 
people who have a problem with food, like obese 
people. 

 

 

Brief description: My Health Watcher App 

App for finding out what the best foods for you are, 
offering: 

 It is an App that can be for all the family, as you can 
create a profile for each member. 

 The nutritional information is obtained from reading 
the bar code. 

 The foods have a colour code, green=suitable, 
yellow=moderate and red=unsuitable. 
 

Price Free. 

Systems Apple and Android. 

Does it require registration? Yes. 

Does it ask for personal 
data? 

Yes: age, weight, height, chest measurement... 

Strong points 
 It enables you to register intolerances, cholesterol, 

blood pressure; this makes the application more 
complete. 

 It has diets for the user’s personal characteristics. 

 To read and understand nutritional labels. 
 

Weak points 
 A lot of registered products are missing. 

Conclusion The app is not difficult to use, and you can easily read the 
labels of the food products and adapt the chosen product 
to your personal characteristics. 
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Brief description: Nutregenia 

Website to obtain a diet based on the 
genetic profile, offering: 

 Provides genetic test. 

 For treating excess weight and 
obesity.  

 Creation of diets with the 
appropriate dose of nutrients to 
avoid illnesses associated with the 
metabolic syndrome. 
 

Price Each test has a price and there are 
subscriptions that can be bought to 
select the types of tests. 

 

Systems Web. 

Are genetic tests done? Yes. 

Place? At a clinic. 

Strong points They want to establish weight control 
systems in obese persons and those with 
excess weight based on the use of 
genetic tests to see what influence 
nutrition has on the DNA. 

Weak points These tests are currently on the rise and 
on investigation, there is no clear answer 
how nutrition influences the DNA. 

Conclusion The website is for information; it doesn’t 
give any services. 
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Brief description: Nutrichip 

Nutrition service for basing a diet on 
the genetic profile, offering: 

 Provides genetic tests. 

 For treating excess weight and 
obesity.  

 Creation of diets with the 
appropriate dose of nutrients to 
avoid illnesses associated with the 
metabolic syndrome. 
 

Price Each test has a price and there are 
subscriptions that can be bought, the 
price is around 285 euros. 

Systems Web, App Store and Android. 

Does it require registration? Yes. 

Does it ask for personal data? Yes. 

Strong points It is a laboratory that offers genetic 
tests accompanied by an application 
accessible to members who have 
subscribed to the tests. 

Weak points It is a complex web site whose 
information is not clear. 

Conclusion The website is for information; it 
doesn’t give any services. The daily 

study of the person’s nutrition will be 
done with the application. 
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3. Conclusions 

For consumers, health has acquired a more comprehensive connotation; they are now no 

longer interested just in well-being, but rather they are very aware about feeling good. The 

trend towards a more “balanced” lifestyle and a lifestyle philosophy focused on health care 

with a more generalised approach is based on the idea that changes in lifestyle can prevent 

illnesses and ailments in the future.  

The consumer has not only identified their priorities for improving their health, they also aim 

to have an active role in it. Focusing on the nutrition field, we can highlight their interest in 

access to healthy foods. In this, supermarkets can help the consumer, advising them at the 

time of purchase or food home delivery service. A survey9 did by OCU show that the point of 

sale can play a key role, indeed some are already doing so, increasing their offer of products 

with a better nutritional profile. According to the 2019 report of the supermarkets sector10, 

health, along with pleasure and convenience are the three basic trends. 

The advances in nutrigenetics and European Regulation 1924/2006 on nutritional declarations 

and health claims in foods, have promoted the development of functional foods for 

personalised nutrition. We have already seen in our studies that for consumers personalised 

nutrition is associated with a re-education in eating habits, followed by a genetic test and 

psychological advice. 

In this context, personalised nutrition is understood to be a tool with which to design a 

personalised nutrition plan that includes: 

- A diet or dietary model: this is a prerequisite but not enough. Of course, it must be adapted 

to the real needs of the consumer (not a “copy & paste” of universal diets) and with an 

educational aim (learn and understand why) and a re-educational aim to strengthen new 

healthy habits over time. 

- A genetic and metabolic study provide reliability, credibility and rigour, as well as 

personalisation. This factor is an important element for providing differential value.  

The new technologies and specifically “eHealth” tools aid and improve prevention, diagnosis, 

treatment, follow-up and health management and lifestyle. But one of the biggest challenges 

in preventing the generalised use of personalised nutrition is data collection. The data most 

difficult to obtain is daily intake of foodstuffs. New ways of collecting this data must be 

developed. It is also necessary for the genetic data collection technique to be as little invasive 

as possible. Therefore, the means of collecting the user’s data (genetic and nutritional) will 

be key to the tool's success. 

Personalised nutrition thus presents itself as the tool that enables the diet to be adapted to 

the person’s real needs, simplifying decision-making and improving the body's functions. But 

for personalised nutrition to connect with most consumers, persons’ well-being must be 

taken into account. That is why it is important to ask them how they feel and what affects 

their emotions. 

It is important to explain to the future PREVENTOMICS user that personalised nutrition is more 

than just a diet or dietary rules because it involves changes in behaviour. These changes 

must be encompassed in the family context, seeking a way for a personalised diet to be 

compatible in a family.  
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Furthermore, we must not lose sight of the fact that despite a positive attitude from 

consumers, there are studies11 12 that have evidenced the lack of credibility of the services 

currently offered on the Internet and based on genetic tests. It is essential that, on the one 

hand, personalised nutrition services create value for the consumer and, on the other, that 

the consumer's privacy and legal protection is guaranteed. Both of these are crucial since 

these are services that lie between nutrition and medicine. Therefore, standards must be 

determined that safeguard the basic health protection right and the protection of personal 

data. To increase consumer confidence, these services must be transparent in their trade 

practices.  

This point leads us to another of the aims of this report: to establish the requirements for the 

information collected and for data protection in the tools developed. The annex includes a 

detailed report of all the aspects that must be considered. The main points are: 

- The tool must collect certain basic essential data such as age, sex, weight and height: It 

must be possible to gradually fill in other data (such as preferences regarding physical 

activity and foods, allergies, etc.) in an interactive and simple way. Any user interface 

elements such as bars indicating how much of the questionnaire remains to be completed 

in order to facilitate this task for the user are a good option. 

- The data to be completed must be easy to update when the individual’s circumstances, 

such as weight, change. The tool can have utilities when it comes to shopping, activating 

or deactivating notifications in holiday times, etc. and notifications must be limited in 

order not to overwhelm the user. 

- Being health data, the consent must be explicit. We recommend that this consent not be 

bound to the acceptance of the contract and that it is done before any payment is made. 

- The information on data protection must be accessible on the platform and must be drawn 

up as comprehensively as possible, in clear language. Any change to the terms and 

conditions of the service that has to do with data protection must be communicated in a 

reliable way. 

- The person responsible for the tool must be able to demonstrate how they have obtained 

the data, how they keep them and register them in accordance with the laws in force. 

- The data collected have ARCO rights, i.e. rights of access, rectification, limitation of 

processing, deletion (the user can ask to delete the personal data: “the right to be 

forgotten”) and portability. 

Finally, according to the studies performed by OCU for this project, 67% of respondents think 

that an application can help change lifestyle habits by taking biomarkers into account to 

prevent illness. Users trust, and confidence should be carefully built so that they don’t think 

that Preventomics is “just another tool” on the market. It is important to be transparent and 

use simple language so that the user perfectly understands the tool's characteristics 

(especially everything relating to the data protection law) but without being too simplistic. 

(Note: this report will be completed with the results of an OCU survey which purpose is to 

find out whether consumers are following healthy eating habits and, if they aren't, find out 

why and what changes they have made to their lifestyle over the last year. The results will 

be available in September 2019). 
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5. ANNEX – ACCESS AND PROCESSING OF HEALTH DATA  

Recommendations 

5.1 Data concerning health 

The GDPR defines the data concerning health as follows: 

personal data related to the physical or mental health of a natural person, including the 

provision of health care services, which reveal information about his or her health status  

Therefore, it would be any information relative: 

 to an illness, 

 to a disability, 

 to the risk of suffering from diseases, 

 to the medical history or 

 to the medical treatment or to the physiological or biomedical state of the data 

subject. 

Due to the importance and the impact that these data may have on the privacy of the data 

subject to whom they refer, they are considered by the GDPR as specially protected data and 

they are included within the special categories of personal data. Therefore, to be able to 

store and process these data, it will be necessary to fulfil with extra requirements that will 

be more severe than those of the treatment of other types of data. 

5.2 Consent 

As with the other special categories of personal data, the processing of health-related data 

will only be possible if the data subject has given his explicit consent to the processing of 

such personal data. 

The GDPR defines consent as: 

any freely given, specific, informed and unambiguous indication of the data subject's wishes 

by which he or she, by a statement or by a clear affirmative action, signifies agreement to 

the processing of personal data relating to him or her  

That is, the elements of a valid consent are the following: 

1. Free/freely given: 

o The element “free” implies real choice and control for data subjects.  If the data 

subject has no real choice, feels compelled to consent or will endure negative 

consequences if they do not consent, then consent will not be valid. 

o The situation of “bundling” consent with acceptance of terms or conditions, or “tying” 

the provision of a contract or a service to a request for consent to process personal 
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data that are not necessary for the performance of that contract or service, is 

considered highly undesirable. 

o It must be possible to refuse or withdraw consent without detriment (for example, the 

withdrawing consent cannot lead to any costs for the data subject). 

 

2. Specific: 

o Obtaining valid consent is always preceded by the determination of a specific, explicit 

and legitimate purpose for the intended processing activity. 

o If consent is sought for various purposes, it should be provided a separate consent for 

each purpose, to allow users to give specific consent for specific purposes. 

o It is necessary a clear separation of information related to obtaining consent for data 

processing activities from information about other matters. 

 

3. Informed: 

o At least the following information is required for obtaining valid consent: 

 The controller’s identity. Controllers will need to provide a full list of 

recipients or categories of recipients including processors. 

 The purpose of each of the processing operations for which consent is sought. 

 What type of data will be collected and used. 

 The existence of the right to withdraw consent. 

 Information about the use of the data for automated decision-making, 

including profiling. 

 The possible risks of data transfers due to absence of an adequacy decision 

and of appropriate safeguards. 

 Depending on the circumstances and context of a case, more information may 

be needed to allow the data subject to genuinely understand the processing 

operations at hand.  

o When seeking consent, a clear and plain language must be used. This means a message 

should be easily understandable for the average person. A best practice is to test the 

intelligibility and effectiveness of information through user tests. 

o If consent is to be given by electronic means: 

 The request must be clear and concise (layered and granular information can 

be an appropriate way to deal with the two-fold obligation of being precise 

and complete on the one hand and understandable on the other hand). 

 The consent request must be separate and distinct (it cannot simply be a 

paragraph within terms and conditions). 

 In the case of small screens or situations with restricted room for information, 

a layered way of presenting information can be considered, where 

appropriate, to avoid excessive disturbance of user experience. 

 

4. Unambiguous: 

Indication of the data subject's wishes by which he or she, by a statement or by a clear 

affirmative action, signifies agreement to the processing of personal data relating to 

him or her. 

The use of pre-ticked option boxes is invalid under the GDPR. Silence or inactivity on 

the part of the data subject, as well as merely proceeding with a service cannot be 

regarded as an active indication of choice. 
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In the case of data concerning health, consent (in addition to being free, informed, specific, 

and unambiguous) must be explicit. The term “explicit” refers to the way consent is expressed 

by the data subject and it means that the data subject must give an express statement of 

consent.  

Two stage verification of consent can also be a way to make sure explicit consent is valid. For 

example, after the reply is sent, the data subject receives a verification link that must be 

clicked, or an SMS message with a verification code, to confirm agreement. 

When consent is to be given following a request by electronic means, it may be necessary that 

a consent request interrupts the use experience to some extent to make that request 

effective.  

In any event, consent must always be obtained before the controller starts processing personal 

data for which consent is needed.  

It is recommended as a best practice that consent should be refreshed at appropriate 

intervals. Providing all the information again helps to ensure the data subject remains well 

informed about how their data is being used and how to exercise their rights.  

Together with that, controllers do need to obtain a new and specific consent if purposes for 

data processing change after consent was obtained or if an additional purpose is envisaged.  

You must keep in mind that, where processing is based on the data subject's consent, the 

controller should be able to demonstrate how consent was obtained, when consent was 

obtained, and the information provided to the data subject. For example, in an online 

context, the controller may keep a record of consent statements received, as well as 

information on the session in which consent was expressed, together with documentation of 

the consent workflow at the time of the session, and a copy of the information that was 

presented to the data subject at that time. It would not be sufficient to merely refer to a 

correct configuration of the respective website. 

Finally, regarding the withdrawal of consent, the controller must ensure that consent can be 

withdrawn by the data subject as easy as giving consent and at any given time. For example, 

when consent is obtained via electronic means through only one mouse-click, data subjects 

must, in practice, be able to withdraw that consent equally as easily; or where consent is 

obtained through use of a service-specific user interface (for example, via a website or an 

app), a data subject must be able to withdraw consent via the same electronic interface, as 

switching to another interface for the sole reason of withdrawing consent would require undue 

effort. 

Furthermore, the data subject should be able to withdraw his/her consent without detriment. 

This means, inter alia, that a controller must make withdrawal of consent possible free of 

charge or without lowering service levels. 

As a general rule, if consent is withdrawn, all data processing operations that were based on 

consent and took place before the withdrawal of consent remain lawful; however, the 

controller must stop the processing actions concerned. If there is no other lawful basis 

justifying the processing of the data, they should be deleted by the controller. 
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5.3 Transparent information 

The controller who processes personal data based on the data subject's consent must also 

take care of the information duties, being recommended, according to the Spanish Data 

Protection Authority, to present the privacy policy by layers: a first layer that includes, in a 

structured and very concentrated way, the basic level of the required information, with a link 

to another layer that contains more detailed information. 

The quality, accessibility and comprehensibility of the information is as important as the 

actual content of the transparency information, which must be provided to data subjects. In 

particular, the information or communication in question must comply with the following 

rules: 

1. It must be concise, transparent, intelligible and easily accessible:  

o The requirement that the provision of information to, and communication with, data 

subjects is done in a “concise and transparent” manner means that data controllers 

should present the information/communication efficiently and succinctly to avoid 

information fatigue. This information should be clearly differentiated from other non-

privacy related information.  

o The requirement that information is “intelligible” means that it should be understood 

by an average member of the intended audience. The controller should also regularly 

check whether the information/communication is still personalised to the actual 

audience and make adjustments if necessary. As mentioned above, a good practice is 

to test the intelligibility and effectiveness of the information through user panels. 

Another best practice is that controllers should not only provide the prescribed 

information under GDPR, but also separately spell out in unambiguous language what 

the most important consequences of the processing will be: in other words, what kind 

of effect will the specific processing described in a privacy statement/notice actually 

have on a data subject?  

o The “easily accessible” element means that the data subject should not have to seek 

out the information, it should be immediately apparent to them where this 

information can be accessed. The data subject should not have to adopt an active 

search attitude to find the information or find it among other information, such as the 

conditions of use of a website or application. For example, every organization that 

maintains a website should publish a privacy statement/notice on the website. A link 

to this privacy statement/notice should be clearly visible on each page of this website 

under a commonly used term (such as “Privacy”, “Privacy Policy” or “Data Protection 

Notice”). Positioning or color schemes that make a text or link less noticeable, or hard 

to find on a webpage, are not considered easily accessible. You can also give access 

to this information from a section of FAQs, by way of contextual pop-ups which 

activate when a data subject fills in an online form (since it is recommended as a best 

practice that at the point of collection of the personal data in an online context a link 

to the privacy statement/notice is provided or that this information is made available 

on the same page on which the personal data is collected), through a chatbot interface 

etc. 

 

2. Clear and plain language must be used: 

o The information should be provided in as simple a manner as possible, avoiding 

complex sentence and language structures.  
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o Writing should be in the active instead of the passive form and excess nouns should 

be avoided.  

o Paragraphs and sentences should be well structured, utilizing bullets and indents to 

signal hierarchical relationships. 

o The information should be concrete and should not be phrased in abstract or 

ambivalent terms or leave room for different interpretations. 

o The information provided to a data subject should not contain overly legalistic, 

technical or specialist language or terminology. 

o Language qualifiers such as “may”, “might”, “some”, “often” and “possible” should 

also be avoided.  

o Where the information is translated into one or more other languages, the data 

controller should ensure that all the translations are accurate and that the phraseology 

and syntax make sense in the second language(s) so that the translated text does not 

have to be deciphered or re-interpreted. 

 

3. It must be in writing “or by other means, including where appropriate, by electronic 

means”. As already mentioned, where a data controller maintains a website, it is 

recommended the use of layered privacy statements/notices.  Other electronic means 

include contextual pop-up notices. Additional non-written electronic means which may be 

provided in addition to a layered privacy statement/notice might include videos, cartoons, 

or infographics. 

 

4. Where requested by the data subject, information may be provided orally. 

 

5. It must be provided free of charge, and cannot be made conditional upon financial 

transactions, for example the payment for, or purchase of, services or goods. 

In order to help identify the most appropriate modality for providing the information, in 

advance of “going live”, data controllers may wish to trial different modalities by way of user 

testing to seek feedback on how accessible, understandable and easy to use the proposed 

measure is for users. Documenting this approach should also assist data controllers with their 

accountability obligations by demonstrating how the tool/approach chosen to convey the 

information is the most appropriate in the circumstances. 

The controller should adhere to the same principles when communicating both the initial 

privacy statement/ notice and any subsequent changes to this statement. 

The controller should take all measures necessary to ensure that these changes are 

communicated in such a way that ensures that most recipients will notice them. This means 

for example that a notification of changes should always be communicated by way of an 

appropriate modality (e.g. email) specifically devoted to those changes (e.g. not together 

with direct marketing content). The controller should also explain the potential impact of 

those changes upon the data subject. References in the privacy statement/notice to the 

effect that the data subject should regularly check the privacy statement/notice for changes 

or updates are considered not only insufficient but also unfair.  

If the change to the information is indicative of a fundamental change to the nature of the 

processing (e.g. enlargement of the categories of recipients or introduction of transfers to a 

third country) or a change which may not be fundamental in terms of the processing operation 

but which may be relevant to and impact upon the data subject, then that information should 

be provided to the data subject well in advance of the change actually taking effect and the 
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method used to bring the changes to the data subject’s attention should be explicit and 

effective. This is to ensure the data subject does not “miss” the change and to allow the data 

subject a reasonable timeframe for them to consider the nature and impact of the change 

and exercise their rights under the GDPR in relation to the change (e.g. to withdraw consent 

or to object to the processing). 

5.4 Organizational and technical measures 

The new regulation foresees that appropriate technical and organizational measures will be 

applied to ensure a level of security appropriate to the risk that the processing of personal 

data may entail.  

Therefore, in response to this, in the case of the processing of health-related data, the level 

of risk is very high, due to the importance and impact that these data may have on the privacy 

of the data subject to whom they refer, so it will be necessary to design organizational and 

security measures in accordance with that risk, paying special attention to the need to 

guarantee the confidentiality of information. Thus, all organizations that handle health-

related data will have to take the necessary measures to ensure that anyone who has access 

to this data does so in a confidential manner. 

5.5 Data protection impact assessment 

The data protection impact assessment is a process to evaluate the risks that a new type of 

processing may have for privacy and that allows to adopt the necessary measures to avoid or 

mitigate negative impacts for privacy. 

One of the processing operations that the European legislator expressly considers may involve 

high risks and that requires a data protection impact assessment (DPIA) is the processing on 

a large scale of special categories of data, among which health-related data are included. 

The European Data Protection Board (former Article 29 Data Protection Working Party), 

composed of representatives of the national data protection authorities and the European 

Data Protection Supervisor, recommends that the following factors, in particular, be 

considered when determining whether the processing is carried out on a large scale: 

 the number of data subjects concerned, either as a specific number or as a proportion 

of the relevant population, 

 the volume of data and/or the range of different data items being processed, 

 the duration, or permanence, of the data processing activity, and  

 the geographical extent of the processing activity. 

Together with that, where a type of processing in particular using new technologies, and 

taking into account the nature (essential characteristics), scope (effects or consequences), 

context (set of circumstances in which the processing operations are going to be carried out) 

and purposes (intention) of the processing, is likely to result in a high risk to the rights and 

freedoms of natural persons, the controller shall, prior to the processing, carry out an 

assessment of the impact of the envisaged processing operations on the protection of personal 

data. 
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Again, the European Data Protection Board lists up to 9 criteria that could potentially show a 

high risk inherent in processing operations and that would therefore indicate the obligation 

to carry out the DPIA. These criteria include the processing of sensitive data, such as health-

related data.  

In other words, whenever we are processing health-related data, it is very likely that an DPIA 

will be necessary and the assessment of the need to carry it out must be especially careful. 

In cases where it is not clear whether a DPIA is required or not, it is recommended that it be 

carried out since, in any case, the DPIA is a useful tool to help controllers to comply with the 

data protection regulation. 

It is also recommended, as a good practice, for data controllers to publish their DPIA (or part 

of it) to help foster trust in the controller’s processing operations and demonstrate 

accountability and transparency, although publishing a DPIA is not a legal requirement. 

5.6 Records of processing activities 

Due to the impact that health-related data can have on the privacy of data subjects, the fact 

of processing them (without the need for this processing to be done on a large scale) means 

that data controllers and data processors must maintain a record of the processing activities 

under their responsibility, regardless of the number of employees they have. 

The records shall be in writing, including in electronic form and shall be available to the 

supervisory authority on request.  

In case of data controllers, that record shall contain all of the following information: 

 the name and contact details of the controller and, where applicable, the joint 

controller, the controller's representative and the data protection officer, 

 the purposes of the processing, 

 a description of the categories of data subjects and of the categories of personal data, 

 the categories of recipients to whom the personal data have been or will be disclosed, 

 where applicable, transfers of personal data to a third country or an international 

organization, 

 where possible, the envisaged time limits for erasure of the different categories of 

data, 

 where possible, a general description of the technical and organizational security 

measures. 

5.7 Data Protection Officer 

Again, the fact of processing health-related data also has an impact on the obligation to 

designate a Data Protection Officer since, according to the RGPD, the controller and the 

processor shall designate a data protection officer in any case where the core activities of the 

controller or the processor consist of processing on a large scale of special categories of 

data, including health-related data. 

5.8 Rights of the data subjects 
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Where the processing activity is based on the consent of the data subject, as in the case of 

the processing of health-related data, this fact will impact on the data subject rights:  

 The data subjects have right of access, rectification, and restriction of processing, 

together with the right to obtain the erasure of personal data concerning them where 

they withdraw consent on which the processing is based. 

 Where the processing is based on consent, the data subjects have the right to data 

portability. 

 However, the data subjects have not the right to object where the processing is based 

on consent, although the right to withdraw the consent at any time can provide a 

similar result. 

Regarding the exercise of the data subject rights, the GDPR emphasizes that the data 

controller shall facilitate the exercise of the data subject rights and the request by electronic 

form means, in particular when personal data are processed by electronic means. The means 

provided by the data controller to those interested in exercising their rights should be 

appropriate for the context and nature of the relationship and interactions between the data 

controller and the data subject. It is a best practice to provide different means for the 

exercise of the data subject rights that reflect the different ways in which the data subject 

interacts with the data controller.  

 

 


